Penakuus, nefictytomas ¢ 17.06.2026

Pexomennanunu
1o cO0II0AeHNI0 HH(POPMALMOHHOMH 0e30MACHOCTH KJINEHTAMU
3aKpbITOro AKUMOHEPHOI0 001IeCTBA «YNpaBJsomas KoMnanus «{uana
B LleJIAIX NPOTHBO/IEHiCTBUSI HE3AKOHHBIM (DMHAHCOBBIM ONEPALMAM

B coorBerctBun ¢ tpeboBanusmu Ilonmoxkenust banka Poccum ot 20.04.2021 Ne 757-I1
«O0 ycTaHOBJICHUU 0053aTEIBHBIX JISI HEKPEIUTHBIX (PMHAHCOBBIX OpraHU3aIMi TPeOOBaHHWH K
o0ecreueHnI0 3amuThl HHPOPMAIMA TIPH OCYIIECTBICHUN NEATEIbHOCTH B cepe (puHAHCOBBIX
PBIHKOB B IENSIX MPOTHUBOACHCTBHS OCYIICCTBICHUIO HE3aKOHHBIX (DHMHAHCOBBIX OMEpaInii»
3aKpbITOr0 aKIMOHEPHOTo o0IiecTBa «Ympasisomas kKomnanus «Jluana» (manee mo TEKCTy —
«Opranuzanus») J0BOAMT J0 BaIIETO CBEJACHUS OCHOBHBIE PEKOMEHIAINH I10 3aIUTe WH()OpMALIUN
OT BO3/ICUCTBUS MPOTPAMMHBIX KOJOB, MIPUBOAAIIMX K HAPYIIEHUIO IITATHOTO (PYHKIIMOHUPOBAHUS
CPEICTB BBIUYMCIUTEIHLHON TEXHUKH (BPEIOHOCHBIN KOJM), B LENSIX MPOTUBOJCHCTBHS HE3aKOHHBIM
(bMHAHCOBBIM OTIEPAIIHSIM.

PexomeHnganuu 1o coOM0eHUI0 MH(OPMAIIMOHHON 0e30MacHOCTH (COBOKYIHOCTH Mep,
MPUMEHEHHE KOTOPBIX HAIMpaBICHO Ha HEMOCPEICTBEHHOE OOecreueHue 3alluThl HH(pOpMaIHH,
MPOIIECCOB, PECYPCHOIO M OPraHU3alMOHHOTO obOecneueHus,, HeOOXOIUMOro JUIsi HpPUMEHEHHUs
yKa3aHHBIX Mep 3amuThl (31ech U ganee tepmunbl u3 [OCT P 57580.1-2017) He rapaHTHPYIOT
obecrieyeHrne KOH(UICHIINAIBHOCTH, HEIOCTHOCTH M AOCTYITHOCTH MH(POPMALIUU, HO TIO3BOJISIIOT B
L[EJIOM CHHM3UTh PHUCKH HHPOPMAIIMOHHON O0€30MacHOCTH U MHUHUMH3UPOBATH BO3MOXKHBIE
HEraTUBHBIE MOCIEICTBUS B CIIy4ae UX pealn3alii.

B cBs3u ¢ tem, uro TpeOoBaHUs HMHGPOPMAIMOHHOW OE30MaCHOCTH TaK XK€ MOTYT OBITh
OTpaXEHbl B JIOTOBOPAx, perjaMeHTax, IpaBWJIaX M HUHBIX JoKyMeHTax OpraHuzauuy,
perIaMEeHTHPYIOIIUX MPEIOCTaBICHUE YCIYT/CEpBUCOB, HacTosmue PekoMeHmanuu NeiCTBYIOT B
4acTH, HE IPOTUBOPEYALIEH TIOJIOKEHUSM BHYTPEHHUX TOKYMEHTOB.

B nensix cHmkeHusI pucka peanu3aiiui HHIuAeHToB nHpopmarmonHou 6e3omacHoctu (TOCT
P 57580.1-2017) — HexxenaTelbHble WIM HEOXKUJAHHBIE COOBITHS 3aIUTHl HHPOPMALIUU, KOTOPBIE
MOTYT IIPUBECTH K PUCKY HapYIIECHUS BBITIOJHEHUSI OM3HEC-TIPOIIECCOB (KJIMEHTA), TEXHOJIOTHIECKUX
MIPOLIECCOB OpPTaHM3ANMH U (W) HAPYIIUTh KOH(PUIACHINATHHOCTH, IIEJIOCTHOCTH M JOCTYITHOCTH
nH(pOpManuu BCIICICTBUE:

- HECaHKLMOHUPOBAHHOTO JOCTYyTa K Ballel nH(GOpMalluy JIUllaMu, He 00J1aJaroluMU
MIPaBOM OCYIICCTBIICHHUSI 3HAYUMBIX (KPUTUYHBIX) OTeparuil (B T.4. (UHAHCOBBIX);

- MOTEPH (XUIICHUS) HOCUTENICH KITF0UeH 3JIEKTPOHHOU MOAMKCH, C HCTIOTh30BAHHEM
KOTOPBIX, OCYIIECTBIISIOTCS KPUTHUHBIC ((DUHAHCOBBIE) ONIEPAIINN;

—  BO3IEHCTBUS BPEIOHOCHOTO KOJ/Ia HA YCTPONCTBA, C KOTOPBIX COBEPIIAIOTCS KPUTHUHBIC
(¢bmHaHCOBBIE) OTIEpaIny;

—  COBEpIICHHUS B OTHOIICHWU Bac MHBIX MPOTHBONPABHBIX JICHCTBHUIL, CBSI3aHHBIX C
MH(POPMAIIMOHHOI 0€30MacHOCTBIO.

Pexomenayercss cobmofath psa NpoQUIAKTUYECKHX MEpPONPHUSATHHA, HaNpaBICHHBIX Ha
MOBBIIICHUE  YPOBHS  MHGOPMAITMOHHOW  O€30MacHOCTH TPHU  HWCIIOIB30BAaHUM  OOBEKTOB
nHpopMaTU3aluu (COBOKYITHOCTH OOBEKTOB, PECYPCOB, CPEICTB U CUCTEM 00padOTKU HH(POPMAITUH,
B T.4. aBTOMAaTU3UPOBAaHHBIX CHUCTEM, HCIIOJIb3YEMBIX Il oOecriedeHnss HHPOpMaTH3aluu Ou3Hec-
nporeccoB (I'OCT P 57580.1-2017) Opranuzauuu.

BHHMaTEIbHO M3yYUTE JOTOBOP, MPHUIIOKEHHUS K JOTOBOPY M MHBIC IOKYMEHTHI, CBA3aHHBIC C
HNCITIOJITHCHUEM I[OFOBOpa, O3HAKOMBTECH C pa31[eJ1aMH, IIOCBAIICHHBIMHU HH(bOpMaHHOHHOﬁ
0e30macHOCTH/KOH (DU ICHIIMAIBHOCTH.



1) Ilpu ocymiecTBIEHUH KPUTHUYHBIX ((UHAHCOBBIX) OINEpaluil CleAyeT NPUHUMATH BO
BHHMAaHHE PUCK IOJIY4YEHHUS TPETBUMHM JIMIAMU HECAHKIIMOHMPOBAHHOTO JOCTYyNa K 3alIUINaeMOU
MH(OPMAIINY C LENbI0 OCYIIECTBICHUS (PMHAHCOBBIX ONEpaluii TMamMu, He 00J1aJaloMHU IPaBOM
UX OCYILECTBJIEHUS, TAKHE€ PUCKU MOTYT ObITh OOYCIOBJIEHBI BKIIOYasi, HO HE OrPAHUYMBASACH
CJIEYIOLIUMHU IPUMEPAMHU:

a)

6)

1)

Kpaxa mapons u uaeHTHHUKAaTOpa AOCTYNA WIM MHBIX KOH(OUACHIMATGHBIX JaHHBIX,
Hanpumep, CVV\CVC HOoMepa KapThl, KIIOYEH 3JIEKTPOHHOW MOANUCH/MN(POBAHUSL
MOCPEACTBOM TEXHUYECKMX CPEACTB W/WIIM BPEJOHOCHOTO KO/A; W HCIIOJIB30BAaHUE
3NMOYMBIIIJICHHUKAMH ~ YKa3aHHBIX ~ JAHHBIX  C  JPYI'MX  YCTpPOMCTB  JJs
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA;

VYcraHoBKa Ha yCTPONCTBO BPEIOHOCHOT'O KO, KOTOPBIM MO3BOJIUT 3JI0YMBIIUICHHUKAM
OCYILIECTBUTH KPUTUYHBIE ONIEpaliuy OT Bamero nmenu;

Vcrnonb30BaHusl 3JI0YMBIIUICHHUKOM YTEPSHHOTO WM yKpajgeHHoro Tenedona (SIM
kapthl) s noiaydeHuss CMC KoZloB, KOTOpbIE MOTYT NpUMEHsATbCS OpraHu3anuei B
KAauecTBE JOIMOJHUTEIBHOW 3allUThl s HECAaHKIMOHHUPOBAHHBIX (DMHAHCOBBIX
OTIepaIllii, YTO IMO3BOJUT UM OOOWTH 3aIIUTY;

Kpaxa nnm HeCaHKIIMOHUPOBAHHBIHN 1OCTYH K YCTPOHCTBY, ¢ KOTOpOro Brl monb3yerech
yclyramu/cepBiucamMu Opranuzanun JUIS HOJTy4EHUs JAHHBIX u/unu
HECaHKLMOHUPOBAHHOTO JOCTyNa K ceprucaM OpraHu3aluu ¢ 3TOr0 yCTpPONCTBA;

[Tonyuenue napons u uneHtudukaropa gocryna u/uma koaa u3 CMC u/umm KogoBoro
CJIOBA U MNPOYUX KOH(bI/I,Z[GHL[I/Ia.HBHBIX JaHHBIX, B T.4. IMAaCIOPTHBIX JaHHBIX, HOMCPOB
CUETOB U T.JI. TyTeM 0OMaHa /WU 3710yTOTPEOICHHS TOBEPHEM, KOT A 3710y MBIIIJICHHUK
MNpeaACTaBIACTCA COTPYIHUKOM OpFaHI/ISaI_[I/II/I WM TCEXHUYCCKHUM CIICUAIMCTOM WU
UCTIOJIB3YeT MHYIO JIETEHIy U MPOCUT Bac cooOIuUTh €My 3TH CEKpETHBIC JaHHBIC; HITH
HampasBJIACT NOAACIBbHBIC COOGH_ICHI/IH 110 BHGKTpOHHOﬁ Io4TEC UJjinu NMCcbMoO I10 O6BII{HOI>'I
MoYTe C MPOCHOON TMPEAOCTaBUTh WH(MOPMAIMIO MM COBEPIIUTH JIEHCTBHE, KOTOPOE
MOJKET IPUBECTH K KOMIIPOMETAIIUU YCTPOUCTBA;

IlepexBarta 351IeKTPOHHBIX COOOIEHHUH U MOTyYEHHs] HECAHKIIMOHUPOBAHHOT'O 10CTyIa K
BBIMMCKAaM, OTYeTaM M Tpoueil ¢uHaHCOBOW WHGoOpMauuu, ecnu Bara snekTpoHHas
MoYTa MCHOJb3yeTcs s nHpopMannoHHoro oomeHa ¢ Opranm3anueit. Unu B ciydae
MOJIyYeHHs JOCTyINa K Balled 3JeKTPOHHOM IMOouTe, OTIpaBKa COOOLICHUH OT Ballero
nMeHu B Opranuzaiuio.

2) JIns cHmkeHUst prucka (PMHAHCOBBIX TIOTEPh:

a)

ObecneubTe 3alUTY YCTPOHCTBA, C KOTOPOTO BBl NOJIBb3yeTech yciayramu Opranuzanu,
K TaKUM MepaM BKJIIOYasl, HO HE OrPaHUYUBAsICh MOTYT OBITh OTHECEHHBI:

- Hcnons3oBanne TOJIBKO JIUICH3MOHHOI'O IIporpaMMHOTO O6€CH€‘ICHI/I${,
MOJIYYCHHOTO U3 JOBCPCHHLIX NCTOYHUKOB;

- 3anpeT Ha YCTAaHOBKY IIPOrpaMM M3 HEMPOBEPEHHBIX HCTOUHUKOB

- Hanuune cpeacTpa 3amnThl, TAKUX KaK: aHTUBUPYC (C PETYISIPHO U CBOEBPEMEHHO
0OHOBIIIEMBIMU 0a3aMH ), TIEPCOHAIBHBIA MEKCETEBON IKPaH;

- Hactpoiika mpaB JgocTynma K YCTPOMCTBY C LEJIbIO  MPEIOTBpALIECHUS
HECaHKIMOHUPOBAHHOIO JOCTYTIA;

- XpaHeHue, UCTIOJIb30BaHUE YCTPONCTBA C LEbI0 N30€KaTh PUCKOB KPaXXu U/WITU
yTepu;

- CBoeBpeMEHHBIE OOHOBIICHUSI OMNEPANMOHHOW CHCTEMBI, OCOOCHHO B 4YacTH
oOHOBIIeHM Oe3omacHOCTH. VIMmeiTe B BUAY, YTO OOHOBJICHUS CHUIKAIOT PUCKH



6)

3apakeHUs BPEAOHOCHBIM KOJOM. 3J0YyMBIIUIEHHUKH YacTO MCHOJb3YIOT CTaphle
YSI3BUMOCTH;

- AKTHBaIUS TapOJbHOM WIJIM MHOM 3aIUTHI ISl JOCTYMa K YCTPOMCTBY.
Ob6ecneubTe KOH(MUICHIIUATBHOCTB:

- Xpanute B TailHe ayTeHTHU(UKALUOHHBIC/UICHTU(PUKAMOHHbIE JaHHbIE |
KJIIOYEBYI0 HHpOpMaIuio, noidydeHasle or Opranuzamun: mapoin, CMC kofsl,
KOJIOBBIC CJIOBA, KIIIOYM AJIEKTPOHHOW TMOANUCH/IIM(POBAaHUSA, a B Clyyae
KOMITPOMETAIIMN HEME/JIEHHO MPUMUTE MEPHI ISl CMEHbI U/UITU OJIOKUPOBKH;

—  CoOnromaiiTe MPUHIIMIT Pa3yMHOTO PACKPBITUSI HHPOPMALIUK O HOMEpaxX CYETOB, O
BalllMX MaCIOPTHBIX IOAHHBIX, O HOMCpAX KPCAUTHBIX H I[GGGTOBBIX KapT, O
CVC\CVYV xopax, B ciydae €Clid y Bac 3alpalifBaioT YKa3aHHYI WH}opmaluio,
B IPUBA3KE € CCpBUCAM OpFaHI/I3aI_II/II/I MO0 BO3MOXHOCTH OLICHUTC CUTYyALlUIO U
YTOYHUTE TOTHOMOYHS U MIPOIEAYPY Yepe3 He3aBUCHMBII KaHaI, HapuUMep, 4yepes
TesneoH KOHTAKT LeHTpa Opranuzaum.

[IposiByistiiTe OCTOPOKHOCTDh M TPEAYCMOTPUTEIBHOCTD:

- ByabTe OCTOpOXKHBI MpU TOJYYEHUM DSJIEKTPOHHBIX IMHCEM CO CChUIKAMHU H
BJIO)KCHUSIMHM, OHHM MOTYT TIPUBECTH K 3apaXKCHHUIO BaIllEro yCTPOWCTBA
BPEIOHOCHBIM KOJIOM. Bpe1oHOCHBII KO/, OTIaB K BaM 4epe3 AIEKTPOHHYIO MOUTY
WIH WHTEPHET-CCBUIKY Ha CAlT, MOXET MOJXYYHTh JOCTYH K JIOOBIM JaHHBIM H
nH(}OPMallMOHHBIM CUCTEMaM Ha BaIlleM YCTPOICTBE;

- BuumarenpHO mpoBepsiiiTe aapecara, OT KOTOPOTrO MPHUIILIO 3JIEKTPOHHOE MHUCHMO.
Bxopsiiiee 3MeKTpOHHOE MHCBMO MOXET OBITh OT 3J0YMBIIUICHHUKA, KOTOPBIT
Mackupyercs o OpraHu3aluio Uik UHBIX JOBEPEHHBIX JIULL;

- Bynbre OCTOpPOXHBI NpU MIPOCMOTpPE/paboTe C MHTEpHET-CallTaMM, TaK Kak
BPEIOHOCHBIHM KOJ] MOXKET OBITh 3arpy’KeH C caifta;

- Bynbte ocTopoxHbI ¢ (aiilaMu U3 HOBBIX MJIM «HEIOBEPEHHBIX» MCTOYHUKOB (B
T.4. apXUBBI C IMApOJIeM, 3 (ppoBaHHbBIE (paiiIbl/apXHUBBI, T.K. TAKOTO poja (Hhaiirbl
HE MOTYT OBITh MPOBEPEHbI aHTUBUPYCHBIM [1O B aBTOMAaTHYECKOM peXUME);

- He 3axomure B cHCTEMBI YJAJICHHOIO JOCTYIIA C «HEIOBEPEHHBIX» YCTPOUCTB,
KOTOpblE BBl He KOHTposmpyere. Ha Takux ycTpoicTBax MOXeT ObITh
BPEIOHOCHBIM KOJl, COOMparoIuii Mapoiu M HIACHTU(UKATOPHI IOCTyNa MU
CHOCOOHBIN MOJMEHUTH OIIEPALIHIO;

— Cnenure 3a mHpopManue B mpecce W Ha caite OpraHmzanuud O TOCIETHUX
KPUTHYHBIX YS3BUMOCTSIX U O BPEIOHOCHOM KO/JIC;

- [Ipy HaymMuMu B paMKax Ballero MPOJAYKTa CepBHCa KOHTAKT IIEHTpA,
OCYIIECTBIISIHTE 3BOHOK TOJILKO 110 HOMEpY TeleOHa, YKa3aHHOMY B JOTOBOPE WIIH
Ha odunmaribHOM caite Opranmzamuu. WM wumeite B BUay, 4YTO OT JIMIA
Opranuzanuyd He MOTYT MOCTYMAaTh 3BOHKU WM COOOIICHHS, B KOTOPHIX OT Bac
TpeOyroT mepenatb CMC-koja, mapoijib, HOMEpP KapThl, KOJIOBOE CJIOBO W T.I.
KonoBoe ciioBo MOXeT OBITH 3alpoIIeHO TOJBKO, €CIU Bbl CAMH IMO3BOHWJIH B
KOHTAKT IICHTD;

- WwmetiTe B BUY, 4TO, €CJIM BBI TIepeAacTe Ball TeaedOoH U/UIu yCTPOMCTBO IPYTUM
MMOJIb30BAaTC/IIM, OHH MOTr'y YCTAHOBUTH Ha HCTO BpGI[OHOCHBII\/'I KOOI, a B Cliy4yac
Kpakl WM yTepU 3J0yMBIIUIEHHUKH MOTYT BOCIOJIB30BaThCA UM JUIsl JOCTyMa K
cucrteMaM OpraHu3ainuu, KOTOPbIMH M0JIb30BaIUCh Bbl. B ¢Bsi3u ¢ 3TUM 1ipu yTepe,
kpaxe tenedona (SIM kapter), ucnosb3yemoro st monydeHuss CMC koioB v
A0CTyIa K cucreMmam opraHu3anvun C MOGI/I.HBHOFO MPUIIOKCHUA:
1) HezamemyurensHOo TporHGOpMHUpoBaTh OpraHu3aIuioo Yepe3 KOHTAKTHBIN
LEHTP, 2) 1e1eco00pa3HO MO0 BO3MOKHOCTHU OMEPATUBHO C YYETOM MPOYHUX PUCKOB



1)

U OCOOEHHOCTEH WCMOJB30BaHMS Bamiero TtenedoHa 3a0JOKUPOBATh W
nepeBblycTuTh SIM KapTy, a Takke CMEHUTh IapOJIb B MOOMIIBHOM IPUJIOKEHUH;

[Ipu momo3peHMn Ha HECAHKIMOHUPOBAHHBIA IOCTYI W/WIA KOMIIPOMETAIUIO
YCTPOHCTBA HEOOXOOUMO CMEHMTh Iapojib, BOCIOJIB30BAaBUIMCH  JIPYTUM
JIOBEPEHHBIM YCTPOMCTBOM W/MiK 3a0J0KUPOBAaTh JOCTYI, OOpaTUBLINCH B
OpraHu3anuio, B OTHOIIEHUH KJIIOUEBOW MH(pOpPMALMU, €CIU 3TO YMECTHO MAJIS
Ballled yCIYyIM — OTO3BaTbh CKOMIIPOMETHPOBAHHBIM KIIOY 3JIECKTPOHHOU
NOJNMCH/IIN(POBAHUS, B COOTBETCTBUU C IIPABUIIAMHU, OTPA)KEHHBIMU B JIOTOBODE,
OPUJIOKEHUSAX K JOTOBOPY M HHBIX JIOKyMEHTaX, CBSI3aHHBIX C HCIOJHEHHEM
JI0rOBOpA;

[ToMHUTE, YTO HaNWYHE «ITAJTOHHOW» PE3EPBHON KOIHUU MOXKET OOJIErdYuTh H
YCKOPHUTH BOCCTAHOBJICHHE BAIIETO YCTPOICTBA;

Jlydymie Bcero HMCIONB30BaTh Ui (DMHAHCOBBIX OMNEpaIii  OTJENBHOE,
MaKCHMaJbHO 3alUIIEHHOE YCTPOHCTBO, JOCTYN K KOTOPOMY €CTh TOJIBKO Y Bac;

Kontponupyiite cBoil Tenedon, ucnonbzyemsiit ans nomydeaus CMC konos. B
cirydae Beixoja u3 ctposi SIM kapThl, He3aMeUTUTEIIBHO 00paIanTech K COTOBOMY
orepaTopy JUlsl yTOUHEHHS IPUYMH U BOCCTAHOBJIEHUS CBSI3U.

[Tpu paboTte ¢ KIrOYaMU AIEKTPOHHON MOAMKUCH HEOOXO0IUMO:

Ncnonb30Bath A1 XpaHEHUS KITIOUEH 3JIEKTPOHHOM MOANMKUCH BHEIIIHUE HOCUTENH,
HACTOATCIBbHO peKOMeH,Z[yeTCSI HCIIOJIB30BATh CIICOaJIbHBIC 3AlIUIIICHHBIC
HOCHUTENH KJItoueBOW WH(popManuu (KI0UeBble HOCUTEIH), Hampumep: e-token,
cMapT-KapTa U T.IL.;

Kpaiine BHUMaTEIbHO OTHOCUTHCS K KIIFOYEBOMY HOCUTEIIO, HE OCTABJIAThH €ro 0e3
OPUCMOTpPa W HE I[epelaBaTb TPETbUM JIMIAM, W3BJIEKAaTh HOCHUTENH U3
KOMITBIOTEPA, €CITU OHU (KIII0YEBbIE HOCUTENN) HE UCTIONB3YIOTCS s paboThI;

Hcnonp3oBaTh CIOXKHBIE MApOJId Ul BXOJAAa HAa YCTPOMCTBO M Ul JIOCTyNa K
KJII0YaM 3JIEKTPOHHOM IOJNMHMCH/KITIOYEBBIM HOCHUTENSIM, HE XPaHUTh MapOJIH
OTKPBITOM BHJIE HAa KOMITbIOTEPE/MOOUIBHOM YCTPOUCTBE.

[Tpu paboTe Ha KOMITBIOTEPE HEOOXOIUMO:

Hcnonp30BaTh JUIEH3MOHHOE MpOrpaMMHOe obecrieueHue (oreparioHHbIe
CHCTEMBI, O(DUCHBIE TAKETHI U T.1.);

CBOEGBpEMEHHO  yCTaHAaBIMBAaTh  aKTyaJbHbIE OOHOBJEHHA  OE€30MAaCHOCTH
(omeparoHHbIE CUCTEMBI, O(UCHBIEC TAKETHI U T.1.);

Hcnonp30BaTh aHTUBUPYCHOE MPOTPaMMHOE 00ECTIEYeHHE, PETYIISIPHO OOHOBIATH
AHTHUBHUPYCHBIC 0a3bI;

Hcnonp3oBaTe cHenMaIu3UpOBaHHBIE MPOrpaMMbl IS 3alUTHl MHMOpPMaLUU
(mepcoHalbHBIE ~ MEXKCETEBbIE  BKpaHbl M CpeACTBa  3allUTHl  OT
HECAaHKIIMOHMPOBAHHOIO  JIOCTYIA), CPEACTBa  KOHTPOJsA  KOH(pUIrypauuu
YCTPOWCTB;

Hcmonp30BaTh CIOKHBIE mapoJju,

OrpannuuTh AOCTYN K KOMIBIOTEPY, UCKIIOUUTH (OrPaHUYUTH) BO3MOYKHOCTD
JUCTAHIIMOHHOTO MOJK/IIOUEHHSI K KOMIIBIOTEPY TPETHUM JIULIAM.

[Tpu pabore ¢ MOOMIIBHBIM MPUIIOKEHHEM HEOOXOTUMO:

He ocraBisate cBoe MOOMIBHOE YyCTPOMCTBO 0€3 MPHCMOTPa, YTOOBI MCKIIOYUTH
HECAaHKI[MOHUPOBAHHOE MCIIOJIb30BAHNE MOOMIBHOTO MPUIIOKEHHS;

Hcnonp3oBath TOIBKO OHILIMATBHBIE MOOMIIbHBIE IPUIOKECHUS;



— He HepeXOZ[I/ITB II0 CChIJIKAM M HEC yCTaHaBHI/IBaTB HpI/IHO)KeHI/I}I/OGHOBHGHI/I}I
O6e3onacHocTH, npumeamue B SMS-coobmennn, Push-yBemomneHun wiam 1o
AJIEKTPOHHOM MOYTE, B TOM YKCIie OT UMeHU Opranuszanuu;

- YCcTaHOBUTh Ha MOOWJIBHOM YCTPOWCTBE Mapojib JUIsl JIOCTyNa K YCTPOWCTBY U
IIPUIIOKEHUIO.

k) Ilpu oOmene nndopmarueit yepes cetb MIHTEpHET HEOOXOIUMO:

- He OTKpPhIBATH IMHMCbMa MW BJIOXKCHHUA K HHM, IIOJYYCHHBIC OT HCEHU3BCCTHBIX
OTHpaBHTeHeﬁ 1o BHGKTpOHHOﬁ o4YTe, HC MCPCXOAUTDH IO COACPIKAIUMCA B TAKHUX
InucbMax CChbIIKaM,

- He BBOIuTH nepcoHambHy0 HHGOPMALIKIO HA MOJAO3PUTENBHBIX CAaTax U APYTUX
HEU3BECTHBIX BaM pecypcax;

- OFpaHI/ILII/ITI) MMOCEIICHHS CAaiTOB COMHHTEIIFHOTO COACPIKAHUA,

- He coxpausTh maponu B maMsATH MHTEpHET-Opay3epa, €l K KOMIBIOTEPY €CTh
JOCTYyT TPETHUX JIMILL;

- He Haxkxumath Ha GaHHEpPBI U BCIUIBIBAIOIIME OKHA, BO3ZHUKAIOIINE BO BpeMs paOOThI
¢ ceTblo MHTEpHET;

- He otkpeiBaTh (aiiiibl, mosydyeHHble (CKaYaHHbIE) U3 HEM3BECTHBIX HCTOYHHUKOB.

[Ipn momo3peHHM B KOMIPOMETAIIMU KJIIOYEH JJIEKTPOHHOW MOAMUCH/IIMGPOBAHUS WU
HCCAHKIIUOHUPOBAHHOM JIBWKCHUU HLCHHBIX 6yMar, ACHCIKHBIX CPCACTB WJIM HMHBIX (bHHaHCOBBIX
aKTUBOB HEOOXOIMMO He3aMeUIUTEIbHO oOpaarscsi B OpraHuzanuio.



